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Figure 1: The Top Ten Threats for February 2010 at a Glance
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Analysis of ESET’s ThreatSense.Net®, a sophisticated malware reporting and tracking
system, shows that the highest number of detections this month, with almost 9.62% of
the total, was scored by the Win32/Conficker class of threat.

More detail on the most prevalent threats is given below, including their previous
position (if any) in the “Top Ten” and their percentage values relative to all the threats
detected by ThreatSense.Net®.
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1. Win32/Conficker

Previous Ranking: 1
Percentage Detected: 9.62%

The Win32/Conficker threat is a network worm originally propagated by exploiting a
recent vulnerability in the Windows operating system. This vulnerability is present in the
RPC sub-system and can be remotely exploited by an attacker without valid user
credentials. Depending on the variant, it may also spread via unsecured shared folders
and by removable media, making use of the Autorun facility enabled at present by
default in Windows (though not in Windows 7).

Win32/Conficker loads a DLL through the svchost process. This threat contacts web
servers with pre-computed domain names to download additional malicious
components.

What does this mean for the End User?

While ESET has effective detection for Conficker, it's important for end users to ensure
that their systems are updated with the Microsoft patch, which has been available since
the third quarter of 2008, so as to avoid other threats using the same vulnerability.
Information on the vulnerability itself is available at
http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx. While later
variants dropped the code for infecting via Autorun, it can't hurt to disable it: this will
reduce the impact of the many threats we detect as INF/Autorun. The Research team in
San Diego has blogged extensively on Conficker issues: http://www.eset.com/threat-
center/blog/?cat=145

It's important to note that it’s possible to avoid most Conficker infection risks generically,
by practicing “safe hex”: keep up-to-date with system patches, disable Autorun, and
don't use unsecured shared folders. In view of all the publicity Conficker has received
and its extensive use of a vulnerability that's been remediable for so many months, we'd
expect Conficker infections to be in decline by now if people were taking these
commonsense precautions.

2. INF/Autorun

Previous Ranking: 2
Percentage Detected: 7.24%

This detection label is used to describe a variety of malware using the file autorun.infas a
way of compromising a PC. This file contains information on programs meant to run
automatically when removable media (often USB flash drives and similar devices) are
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accessed by a Windows PC user. ESET security software heuristically identifies malware
that installs or modifies autorun.inf files as INF/Autorun unless it is identified as a
member of a specific malware family.

What does this mean for the End User?

Removable devices are useful and very popular: of course, malware authors are well
aware of this, as INF/Autorun’s frequent return to the number one spot clearly indicates.
Here's why it's a problem.

The default Autorun setting in Windows will automatically run a program listed in the
autorun.inf file when you access many kinds of removable media. There are many types
of malware that copy themselves to removable storage devices: while this isn’t always
the program’s primary distribution mechanism, malware authors are always ready to
build in a little extra “value” by including an additional infection technique.

While using this mechanism can make it easy to spot for a scanner that uses this
heuristic, it's better, as Randy Abrams has suggested in our blog
(http://www.eset.com/threat-center/blog/?p=94; http://www.eset.com/threat-
center/blog/?p=828) to disable the Autorun function by default, rather than to rely on
antivirus to detect it in every case. You may find Randy’s blog at
http://www.eset.com/threat-center/blog/2009/08/25/now-you-can-fix-autorun useful,
too.

3. Win32/PSW.OnLineGames

Previous Ranking: 3
Percentage Detected: 6.20%

This is a family of Trojans used in phishing attacks aimed specifically at game-players:
this type of Trojan comes with keylogging and (sometimes) rootkit capabilities which
gather information relating to online games and credentials for participating.
Characteristically, the information is sent to a remote intruder’s PC.

What does this mean for the End User?

These Trojans are still found in very high volumes, and game players need to remain
alert. While there have always been unpleasant people who will steal another gamer’s
credentials just for the heck of it, trading in virtual cash, treasure, avatars and so on is
now a major source of illegal income for cybercriminals. It's also important that
participants in MMORPGs (Massively Multi-player Online Role Playing Games) like
Lineage and World of Warcraft, as well as “metaverses” like Second Life, continue to be
aware of the range of other threats like griefing ranged against them. The ESET Research
team considered gaming malware in detail in the ESET 2008 Year End Global Threat
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Report, which can be found at http://www.eset.com/threat-
center/threat trends/EsetGlobalThreatReport(Jan2009).pdf

4. Win32/Agent

Previous Ranking: 4
Percentage Detected: 3.57%

ESET NOD32 describes this detection of malicious code as generic, as it describes
members of a broad malware family capable of stealing user information from infected
PCs.

To achieve this, the malware usually copies itself into temporary locations and adds keys
to the registry which refers to this file or similar ones created randomly in other
operating system’s folders, which will let the process run at every system startup.

What does this mean for the End User?

This label covers such a range of threats, using a wide range of infection vectors that it's
not really possible to prescribe a single approach to avoiding the malware it includes.
Use good anti-malware (we can suggest a good product ©), good patching practice,
disable Autorun, and think before you click.

5. INF/Conficker

Previous Ranking: 5
Percentage Detected: 1.71%

INF/Conficker is related to the INF/Autorun detection: the detection label is applied to a
version of the file autorun.inf used to spread later variants of the Conficker worm.

What does this mean for the End User?

As far as the end user is concerned, this malware provides one more good reason for
disabling the Autorun facility: see the section on INF/Autorun above.

6. Win32/Pacex

Previous Ranking: 6
Percentage Detected: 1.15%
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The Pacex.Gen label designates a wide range of malicious files that use a specific
obfuscation layer. The .Gen suffix means “generic”: that is, the label covers a number of
known variants and may also detect unknown variants with similar characteristics.

What does this mean for the End User?

The obfuscation layer flagged by this detection has mostly been seen in password-
stealing Trojans. However, as more malware families appear that don't necessarily use
the same base code but do share the same obfuscation technique, some of these threats
are being detected as Pacex.

However, the increased protection offered by multiple proactive detection algorithms
more than makes up for this slight masking of a statistical trend: as we discussed in a
recent conference paper, it's more important to detect malware proactively than to
identify it exactly.

7. Win32/Packed.Autoit

Previous Ranking: 10
Percentage Detected: 0.89%

This is a heuristic detection that refers to malware created using the Autoit scripting
language. A script can be compiled to a self-extracting executable using the UPX
compressor. (UPX is an option, not a default, but it’s one that’s often misused by
malware authors.)

What does this mean for the End User?

AutolT isn't intended for the use of malware authors, of course. However, it's popular
among that group because of its ease of use and because the packed executable makes
simple signature detection more difficult to maintain without false positives, especially
for an on-demand scanner: even known malware may be unrecognizable until it actually
executes. As the tool has been used for a range of malware, we can't offer specific

advice: just be cautious about unsolicited links and files, patch applications, don't run
routinely as administrator, watch out for “social engineering” messages designed to
tempt you into running unsafe files, and so on.

8. Win32/Qhost

Previous Ranking: 7
Percentage Detected: 0.85%
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This threat copies itself to the %system32% folder of Windows before starting.
Win32/Qhost can spread through e-mail and gives control of an infected computer to an
attacker. This group of trojans modifies the host's file in order to redirect traffic for
specific domains.

What does this mean for the End User?

This is an example of a Trojan that modifies the DNS settings on an infected machine in
order to change the way that domain names are mapped to IP addresses. This is often
done so that the compromised machine can’t connect to a security vendor’s site to
download updates, or to redirect attempts to connect to one legitimate site so that a
malicious site is accessed instead. Qhost usually does this in order to execute a Man in
the Middle (MITM) banking attack. It doesn’t pay to make too many assumptions about
where you are on the Internet.

9. Win32/Spy.Ursnif.A

Previous Ranking: 19
Percentage Detected: 0.63%

This label describes a spyware application that steals information from an infected PC
and sends it to a remote location, creating a hidden user account in order to allow
communication over Remote Desktop connections. More information about this
malware is available at http://www.eset.eu/encyclopaedia/win32-spy-ursnif-a-trojan-
win32-inject-kzl-spy-ursnif-gen-h-patch-zgm?Ing=en

What does this mean for the End User?

While there may be a number of clues to the presence of Win32/Spy.Ursnif.A on a system
if you're well-acquainted with the esoterica of Windows registry settings, its presence
will probably not be noticed by the average user, who will not be able to see that the
new account has been created. In any case it’s likely that the detail of settings used by
the malware will change over its lifetime. Apart from making sure that security software
(including a firewall and, of course, anti-virus software) is installed, active and kept up-
to-date, users’ best defense is, as ever, to be cautious and proactive in patching, and in
avoiding unexpected file downloads/transfers and attachments.

10. WMA/TrojanDownloader.GetCodec

Previous Ranking: 9
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Percentage Detected: 0.58%

Win32/GetCodec.A is a type of malware that modifies media files. This Trojan converts all
audio files found on a computer to the WMA format and adds a field to the header that
includes a URL pointing the user to a new codec, claiming that the codec has to be
downloaded so that the media file can be read.

WMA/TrojanDownloader.GetCodec.Gen is a downloader closely related to Wimad.N
which facilitates infection by GetCodec variants like Win32/GetCodec.A.

What does this mean for the End User?

Passing off a malicious file as a new video codec is a long-standing social engineering
technique exploited by many malware authors and distributors. As with Wimad, the
victim is tricked into running malicious code he believes will do something useful or
interesting. While there’s no simple, universal test to indicate whether what appears to
be a new codec is a genuine enhancement or a Trojan horse of some sort, we would
encourage you to be cautious and skeptical: about any unsolicited invitation to
download a new utility. Even if the utility seems to come from a trusted site (see
http://www.eset.com/threat-center/blog/?p=828 , for example), it pays to verify as best
you can that it's genuine.

More Malware

While Conficker’s continued dominance in the top ten continues, not everything that
you hear about Conficker is true. Here’s an example of a type of email currently
circulating claiming to be a Conficker alert and including an attachment that is supposed
to be a free removal tool.

Subject: Conflicker.B Infection Alert
Date: Thu, 18 Feb 2010 20:15:30 +0900

Dear Microsoft Customer,

Starting 12/11/2009 the ?Conficker? worm began infecting Microsoft
customers unusually rapidly. Microsoft has been advised by your
Internet provider that your network is infected.

To counteract further spread we advise removing the infection using
an antispyware program. We are supplying all effected Windows Users
with a free system scan in order to clean any files infected by the
virus.
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Please install attached file to start the scan. The process takes
under a minute and will prevent your files from being compromised.
We appreciate your prompt cooperation.

Regards,
Microsoft Windows Agent #2 (Hollis)
Microsoft Windows Computer Safety Division

The attachment is, of course, a Trojan (Microsoft never distributes patches and system
tools as unsolicited attachments. ESET's ThreatSense engine identifies it as
Win32/Kryptik.CLU

In a more localised outbreak, a number of executables and HTML files were reported
infected on a CD of system drivers sent out with a Habey device received from Newegg.
The malware implicated included Win32/Viking.CH, Win32/Xorer.NAJ, and
Win32/Xorer. AW (http://www.eset.com/threat-center/blog/2010/02/16/infected-drivers-
cd; http://www.eset.com/threat-center/blog/2010/02/16/infected-cd-update).




